Abstract-In recent years, cost-sensitive intrusion response has gained significant interest, mainly due to its emphasis on the balance between potential damage incurred by the intrusion and cost of the response. However, one of the challenges in applying this approach is defining a consistent and adaptable measurement of these cost factors on the basis of system requirements and policy. In this paper, we present a host-based framework for the cost-sensitive assessment and selection of intrusion response. Specifically, we introduce a set of measurements that characterize the potential costs associated with the intrusion handling process, and propose an intrusion response evaluation method with respect to the risk of potential intrusion damage, the effectiveness of the response action and the response cost for a system. We provide an implementation of the proposed solution as an IDS-independent plugin tool and demonstrate its advantages on the several attack examples.
I. INTRODUCTION
The proliferation of complex and fast-spreading intrusions against computer systems has increased the demands on intrusion detection and response, requiring not only advances in detection mechanisms but also the development of sophisticated and automated response systems.
The majority of automated intrusion response systems rely on mapping attacks to pre-defined responses [1] , [2] . This approach allows a system administrator to deal with intrusions faster and more efficiently, however it lacks flexibility as few of these systems incorporate intrusion cost factors.
In recent years a trend toward cost-sensitive modeling of response selection has emerged [3] , [4] , [5] , [6] . The aim of this strategy is to balance intrusion damage and response cost to ensure adequate response without sacrificing the normal functionality of the system under attack. However, defining an accurate measurement of these cost factors and ensuring consistent evaluation across varied computing environments are common challenges in using a cost-sensitive approach.
Typically, intrusion response selection is based on an intuitive manual assessment of various factors such as likelihood and severity of intrusion, extent of intrusion damage, effectiveness of response actions, or expected duration of the response.
However, these factors are rarely applied to the automated evaluation of intrusion response in published literature, mainly due to the lack of common interpretation of these factors and the absence of concrete metrics with clear conceptual meaning for measuring them. For instance, most of the existing models supporting automatic response selection introduce response cost as one of the factors in the selection of the suitable response strategy. However, they do not agree on what constitutes the response cost and how it can be measured. Some suggest that response cost includes the labor cost of personnel involved in response deployment and criticality of the attack [3] , while others see response cost as a measure of its effectiveness against a detected attack and its disruptiveness to legitimate users [5] .
Solution Methodology: In this paper we present a host-based framework for the cost-sensitive assessment of intrusion response. We introduce a set of measurements to characterize potential costs associated with the intrusion handling process and propose a method for evaluating intrusion response with respect to potential intrusion damage, response effectiveness and response cost for a system.
The main contributions of this work can be summarized as follows: 1) System aware adaptable model: the proposed model is adaptable to different environment settings, i.e. systems with varying operational requirements. 2) Consistent approach to response selection: the proposed evaluation metrics are defined in terms of system resources, bringing a common ground to the selection process. 3) Generalized approach to response selection:
while some existing approaches offer intrusion specific methods of response selection [7] , we establish a general assessment mechanism which supports the analysis of response measures for attacks in the context of the security policies of the given system. 4) Intrusion handling cost measures: this work provides a more complete cost assessment of the attack handling process, considering not only direct damage caused by the intrusion but also indirect costs that often remain hidden. 5) Implementable in practice: we provide a detailed assessment process which allows system administrators of a broad range of skill levels to employ the approach.
Organization: The reminder of the paper is organized as follows. A brief overview of related work is given in Section II. Section III provides an overview of the proposed intrusion selection framework and presents the details of the intrusion damage and intrusion response cost calculations. The experimental results are given in Section V. Section VI concludes the paper.
II. RELATED WORK
A number of techniques aimed at enhancing intrusion response automation were proposed and deployed over the last five years. A comprehensive review of this work is given by [8] , [9] .
Several works specifically focused on the costs and benefits of intrusion response. The approach proposed by Lee et al. [3] is based on a combination of several factors: the cost of detecting the intrusion, the amount of damage caused by the attack and the operational cost of reaction to the intrusion. Wu et al. [5] rely on attack graphs to identify the actions required to achieve possible attack goals in a distributed system. As opposed to these approaches, models proposed by Toth and Kruegel [10] , Balepin et al. [4] and Jahnke [11] not only consider costs and benefits of the responses, but also introduce a link between the cost of responses and the system resources in the network.
One common problem of these models is the lack of consistency. While there is significant conceptual overlap, each model approaches response cost evaluation and selection from a different perspective. Wu et al. [5] measures the response effectiveness against a detected attack based on past experience. Lee et al. [3] relates the response cost to required labor efforts. The works by [10] , [4] and [11] consider response cost in terms of system resources, but offer varying evaluation methods. [4] measures the response cost as the sum of manually assigned costs of affected resources. [10] calculates response cost as a function of system capability reduction, while [11] extends the idea in [10] by adding a finegrained quantification of system resource unavailability.
The emerging theme in these works effectively establishes employing system resources in the evaluation of intrusion response, and we build our approach to response selection based on this promising trend. In this context, our model can be viewed as a generalization of the existing approaches.
III. INTRUSION RESPONSE SELECTION
Traditionally, triggering an intrusion response is left as part of the administrator's responsibility. Choosing the response measures and their parameters, an administrator essentially weighs the benefits and risks of each response compared to the potential intrusion damage. Thus, the problem of intrusion response selection can be formulated as the problem of minimizing the potential system damage incurred by an attack and a deployed response. Formally, given a set of possible intrusions I and a system damage function SD(i ∈ I), the goal of the intrusion response selection is to identify the set of responses R that allow to minimize the impact of intrusions while ensuring the least possible damage from responses' deployment. That is:
SD(i)
To resolve this problem we propose a framework for intrusion response selection based on cost-benefit analysis.
A. Evaluation metrics
Evaluation of the response actions effectiveness in the context of a specific intrusion requires analysis of several factors such as likelihood and severity of intrusion, extend of the potential intrusion damage, effectiveness of suitable response actions, response cost for the system, etc. These factors can be broadly divided into two groups: factors associated with intrusion damage and factors describing response cost.
Intrusion Cost Factors: The intrusion damage D caused to a system at any particular time incorporates potential damage from four categories: deploying a response due to false alarms D F alseAlarm , deploying no response when an intrusion occurs (false negative alarms) D F alseN egative , deploying a sub-optimal response due to a mis-labeled alarm D M islabeledAlarm and finally, resulting from a true attack D true .
The response selection strategy, although aimed at minimizing the overall cost, only partially addresses this damage set.
False Alarm Damage results from responding to false alarms. The only damage incurred to the system is cost associated with the deployed response action r, denoted as RC.
False Negative Damage is caused by undetected (hence un-responded to) attacks. The damage consists of that caused by an attack. As no response is deployed, the response selection strategy cannot address this damage type.
Mis-labeled Alarm Damage is a result of deploying a response to an incorrectly detected intrusionî. Depending on the damage estimate for the true intrusion i, this may include residual attack damage which can be addressed through follow-up response measures, or the negative effect of the deployed response if this cost exceeds the true intrusion damage.
True Alarm Damage is caused by a truly occurring attack detected by the IDS. Estimating the actual attack damage is usually a part of the risk assessment process [12] . While apriori measurement of actual damage for an attack is not always possible, approximate values can be estimated. Although these values are useful to show the benefit of security product investments, they present vague guidance for system administrators during the selection of a response for an occurring intrusion.
For a deployable framework, we need to consider practical measurements that can be easily provided by system administrators. Thus, we define system damage caused by an attack using three components 1 :
• System resources affected by intrusion. System resources, denoted by SR = (sr 1 , . . . ) can be broadly viewed as services provided by the system (e.g., FTP, HTTP, etc.) which contribute to its value. The value or weight of each sr j , denoted W (sr j ) is assigned according to its impact on the security policy of the system, and computed as a combination of the resource importance for system confidentiality F C (sr j ), availability F A (sr j ) and integrity F I (sr j ) and the weight of these factors on the security policy of system.
• Intrusion impact on system resources. The intrusion impact on system resources is defined in terms of the loss in confidentiality, availability and integrity. The set of considered intrusions is denoted I = (i 1 , . . . ), where i k is associated with the corresponding intrusion signature. The intrusion system impact SI(i k ) is computed by assessing the possible effect of i k on each system resource sr j and characterizes a potential degradation of the system state under intrusion i k . The effect of i k on system resource sr j is denoted by E(i k , sr j ) and is assessed in three dimensions: confidentiality c, availability a and integrity i. As such:
To address the uncertainty in estimating the intrusion impact in advance, the effect on each category is a binary value indicating a possibility of resource damage. For instance, in a denial of service (DoS) attack, the confidentiality of stored data will not be affected, so file resource confidentiality impacts will be 0, but availability impact will be 1. Thus E(DoS, f ile resource) = 0 + 0 + 1.
• Operational cost is the baseline cost present for an intrusion, regardless of system damage caused. Costs in this category include mandatory reporting requirements, forensic analysis, etc. In the riskassessment field these costs are usually expressed as monetary values, however, in other areas a more effective solution appears to be the application of relative measurements [3] . In our context, we also choose the latter approach and assign a relative measure to the operational cost of an intrusion i k , denoted by OC(i k ), with the value in the range [0, 1]. The potential system damage caused by a true intrusion i k is given as follows:
Response Cost Factors: A challenge in assessing response cost is accurately defining numeric values. Assigning monetary values, although providing a concrete metric, is not always possible. A more effective solution is the use of relative measurements based on systemspecific policies.
We employ the methodology for response cost assessment originally presented in [13] . Response cost, RC, is essentially the price of deploying a response r ∈ R on a given system. The cost estimate is composed of three quantities:
• the operational cost (OC) of a response in a given environment. This measures various aspects of the response associated with its daily maintenance.
• the response goodness (RG) with respect to intrusion(s) the response is able to mitigate. The response goodness represents the ability of a response to mitigate damage caused by the intrusion to the system resources.
• the response impact on the system (RSI). Finally, the impact of a response on the system quantifies the damage caused to system resources and is estimated independently from the effectiveness in countering the intrusion(s). Intuitively, the combination of OC and RSI constitutes the penalty associated with the response, while RG is the benefit of this response measure in terms of suspected intrusions. Thus, the general measure of response cost RC in the context of the suspected attacks I is given as follows:
The RC measure does not serve as indication of the response cost in a particular situation, but reflects the general level of risk associated with its deployment. Thus while invoking the response solely based on the RC measure ensures the minimum expected damage caused by a response, it will not necessarily yield the optimal result for the system, e.g. in the case of a false positive, or insignificant intrusion damage.
IV. INTRUSION RESPONSE EFFECTIVENESS
Intuitively, the expected effectiveness of a response measure is the difference between the potential intrusion damage the response might prevent and the response cost.
However, in practice this evaluation is bound to the specific attack context and thus also depends on several factors: (1) the likelihood of the intrusion, (2) the probability that we are considering the correct intrusion in the case of multiple possible attacks, and (3) the potential ability of the response to counter a suspected attack.
The first two factors depend on the effectiveness of the intrusion detection system E(IDS), in other words, its ability to correctly identify the attack in a timely fashion. An evaluation of IDS effectiveness is based on a variety of factors, the most basic being false alarm rate, detection rate, IDS capability, expected cost, etc. [14] , [15] . These factors relate to IDS alert confidence and allow one to probabilistically estimate the potential extent of intrusion damage.
The third factor, the potential ability of response r to counter an attack i, denoted as SF r,i , relates to the expected response performance and indicates how successful the response was in countering this intrusion in the past. Let P r success (r, i) be the percentage of successful response deployments of r against intrusion i and S level be the success level, indicating the degree of success in handling i. Then SF r,i can be computed as follows:
A common approach to response success quantification utilizes the distinction of two response outcomes: response success, if the deployed response achieves the expected result (e.g., blocked intrusion, collected the data), and response failure otherwise. A limitation of this approach is the inability of the response system to distinguish intrusion steps disabled as a result of the response, which may later result in an additional response needlessly deployed to counter neutralized intrusion behavior.
Another limitation lies with the response, as it is often represented by a set of multi-targeted actions. Labeling such a strategy as failed essentially indicates that none of the response actions succeeded, which underestimates the value of the deployed response.
While for the purpose of this work we adopt a common view of the response outcome, considering more sophisticated strategies to resolve partial response success is a promising research direction. As such we consider success level as binary variable which takes a value of 0 in case of the response failure and a value of 1 if the response succeeds.
Based on these factors, the expected value of response r for a given intrusion set I s can be estimated as follows (10) where p i is the likelihood of intrusion i and D(i) corresponds to one of the intrusion types: true positive, false positive or mis-labeled intrusion. Since accurately identifying the specific intrusion type is often not possible in advance, we rely on E(IDS) to adjust the calculations dynamically during the response evaluation process.
As the primary aim of response cost analysis is to minimize the potential system damage SD incurred by an attack given a suspected set of IDS intrusions I s , the goal of the response engine is to select a response r which minimizes the impact of I s while ensuring the least possible damage from response deployment. More formally:
To evaluate the effectiveness of the proposed framework, we implemented it as a plugin tool for an intrusion detection system (IDS) and performed a series of experiments focusing on two issues: the cost-benefit advantage of the approach and its scalability. Evaluation of the response on a system with high availability requirements (public web server). Evaluation of the response on a system with high confidentiality requirements (medical data input system). Results. We evaluated our model using the 1998 DARPA/Lincoln Lab offline evaluation data, in particular week 6 , and an open-source, signature-based Snort IDS.
In these experiments we focused on the accuracy of the cost-sensitive selection on systems with different security policies. The characteristics of these systems are given in Table I . We define the cumulative response cost metric as our primary criteria, showing the cumulative value of all responses deployed on the system. The results of the experiments in comparison to a traditional system equipped with a static intrusion response mechanism are given in Figures 1, 2, 3 .
The proposed cost-sensitive approach clearly outperforms the static response. Although initially the difference between the cumulative response value of our costsensitive approach and the system with static response is small, as the number of the deployed responses increases, this difference becomes significant. Performance. We conducted a set of experiments to measure the performance of our algorithm on artificial data sets. The experiments were run on Intel(R) Core(TM)2 Duo CPU U7700 with CPU of 1.33GHz and 1 GB of RAM and were performed on three variables: number of system resources, number of responses available in the system and number of suspected intrusions. During the experimentation with each variable, the other two variables remained fixed at value 100. The results, given in Figure 4 , show that even with a significantly large number of resources to consider, the computation time is only 0.015s. As Figure 4 shows that the highest impact on performance is the number of suspected intrusions simultaneously considered during the response selection process, but even so, it took 0.221s to assess the available responses for 10000 suspected intrusions. However, such large set of intrusions is rarely, if ever, found in practice. Normally there are only a few possible intrusions to consider at a time.
These results show that our approach has reasonable performance requirements, suitable for the efficient analysis of response selection in an automatic setting, System legend: public web server providing remote access for affiliates and public information System security priorities: low confidentiality 0.1, moderate integrity 0.5, high availability 0.9. System legend: central file repository for distributed collaboration System security priorities: moderate confidentiality 0.5, high integrity 0.9, low availability 0.1. System legend: Medical data input system for a hospital System security priorities: high confidentiality 0.9, high integrity 0.9, low availability 0. as well as in support of manual response assessment during an administrator's daily routine.
VI. CONCLUSION AND FUTURE WORK
In this paper we presented a host-based framework for the cost-sensitive assessment and selection of intrusion response. We incorporate a set of evaluation metrics for the practical assessment of costs and benefits associated with intrusion response, and introduce a balanced strategy for response selection according to the security policy of the given system.
In the future, we intend to investigate the extension of cost-sensitive response selection to a distributed environment, and explore further automation to support the quantifying related values.
